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LiISANSUSTU DERS KATALOG FORMU
(GRADUATE COURSE CATALOGUE FORM)

Dersin Ad1

Course Name

Bilgi ve Bilgisayar Giivenligi

Information and Computer Security

Kodu Yariyih Kredisi AKTS Kredisi Ders Seviyesi
(Code) (Semester) | (Local Credits) | (ECTS Credits) (Course Level)
BGK 503E Giiz/Bahar 3 7,5 Y.L
(Fall/Spring) (M.Sc.)
Lisansiistii Program Bilgi Giivenligi Miihendisligi ve Kriptografi
(Graduate Program) (Cybersecurity Engineering and Cryptography)
Dersin Tiirii Segmeli Dersin Dili Ingilizce/Tiirkge
(Course Type) (Elective) (Course Language) | (English/Turkish)

Dersin I¢erigi
(Course Description)

30-60 kelime arasi

Bilgi, giivenlik ve bilgisayar giivenligi konularmin tanitimi, Bilgi Giivenligi, Bilgi giivenligi
sorunlari, Giivenlik saglama yontemleri, Verileri gizleme yontemleri: Sifreleme yontemleri,
Sifreleme yontemlerinin temelleri ve gesitleri, Simetrik ve asimetrik sifreleme yontemleri,
Dogrusallik, Kimlik asillama, e-imza, A¢ik anahtarlama altyapisi, Saldirt yontemleri ve karsi
onlemler, Giivenlik siniflamalar1 ve standartlar

Introduction to information, security and computer security. Information security. Threats and
defenses of information security. Confidentiality methods: encryption, fundamentals of
encryption methods and classes. Symmetric and asymmetric encryption. Linearity,
authentication, electronic signature, PKI. Attack methods and counter measurements.
Classifications and standards of security.

Dersin Amaci
(Course Objectives)

Maddeler halinde 2-5

e Bilgi ve bilgisayar giivenligi konusunu tanitmak
e Program iginde pek ¢ok derse temel olusturacak kavramlari agiklamak

adet

e Introducing data and computer security
e To give basic definitions and concepts that are fundamental for future courses

Dersin Ogrenme
Ciktilar

(Course Learning
Outcomes)

Maddeler halinde 4-9

Ogrenciler bilgi ve bilgisayar giivenligi konusunu tanityacaklardir.

Ogrenciler sifreleme yontemleri hakkinda temel bilgiye sahip olacaklardir.
Ogrenciler temel saldirilar1 ve bunlardan korunma ydntemlerini dgreneceklerdir.
Ogrenciler bilgisayar giivenliginin temel kavramlarini bileceklerdir.
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To introduce data and computer security
To introduce fundamentals of encryption methods
To introduce the basics of attacks and counter measurements

To introduce basic concepts of computer security
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Kaynaklar 1. Computer Security, 3rd Ed., Dieter Gollmann, 2011, Wiley.

2. Computer Security: Principles and Practice, 2nd Ed. William Stallings, Lawrie

(References) Brown, 2011, Prentice Hall.

3. Computer and Information Security Handbook, 2nd Ed., John R. Vacca, 2013,
Morgan Kaufmann.

4. Information Security The Complete Reference, 2nd Ed., Mark Rhodes-Ousley,
2013, McGraw-Hill Osborne Media.

5. Principles of Information Security, 4th Ed., Michael E. Whitman, Herbert J.
Mattord, 2011, Cengage Learning.

En onemli 5 adedini belirtiniz

Odevler ve Projeler 1 Dénem Odevi

(Homework & Projects) 1 Term Paper

Laboratuar Uygulamalari -

(Laboratory Work) -

Bilgisayar Kullanim ==

(Computer Use) -

Diger Uygulamalar ==

(Other Activities) -

Basar1 Degerlendirme Faaliyetler Adedi* Degerlendirmedeki Katkisi, %
Sistemi (Activities) (Quantity) (Effects on Grading, %)

o Y1l i¢i Siavlan 1 % 30
(Assessment Criteria) (Midterm Exams) (30 %)

Kisa Simavlar - -
(Quizzes)

Odevler - -
(Homework)

Projeler - -
(Projects)

Dénem Odevi/Projesi 1 % 30
(Term Paper/Project) (30%)

Laboratuar Uygulamasi - -
(Laboratory Work)

Diger Uygulamalar = =
(Other Activities)

Final Sinav1 1 % 40
(Final Exam) (40%)

*Yukarida Belirtilen Sayilar Minimum Olup Yerine Getirilmesi Zorunludur.




DERS PLANI

Hafta

Konular

Dersin
Ciktilar1

Bilgi, giivenlik, entropi kavramlari, bilgisayar giivenliginin kapsami

Bilgi giivenligi sorunlari, giivenlik saglama yontemleri

Sifreleme yontemleri: Sifrelemenin temelleri ve cesitleri

Bakisimli ve bakisimsiz sifreleme yontemleri

Veri biitiinliigii ve 6z alma yontemleri

Elektronik imza, sertifikalar ve acik anahtar altyapisi

Asillama

Veri gizleme

Biyometrik ve istatistik yontemler

Saldir1 yontemleri ve 6nlemler
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Giivenlik smiflamalar: ve standartlari
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Erisim denetimi
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Erisim modelleri
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Giivenlik sertifikasyonu

COURSE PLAN

Weeks

Topics

Course
Outcomes

Concept of information, security, entropy and computer security

Threats and defences of information security

Encryption methods: fundamentals and classes of encryption

Symmetric and asymmetric encryption methods

Data integrity and hash methods

Electronic signatures, electronic certificates, and PKI

Authentication

Data hiding

Biometric and statistical methods

Attacks and counter measures
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Security classes and standards
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Access control
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Access models
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Security certification




Dersin Bilgi Giivenligi Miihendisligi ve Kriptografi Yiiksek Lisans Programuyla iliskisi

Katki
Programin mezuna kazandiracag bilgi, beceri ve yetkinlikler (programa ait ¢iktilar) Seviyesi

1123

i Lisans diizeyi yeterliliklerine dayali olarak, Bilgi Giivenligi Miihendisligi ve Kriptografi alaninda X
bilgilerini uzmanlik diizeyinde gelistirebilme ve derinlestirebilme (yeterli bilgi birikimi) (bilgi).

ii. Bilgi Giivenligi Miihendisligi ve Kriptografi alaninin iliskili oldugu disiplinler arasi etkilesimi X
kavrayabilme (bilgi).

iii. Bilgi Giivenligi Kriptografi alaninda edindigi uzmanlik diizeyindeki kuramsal ve uygulamali
bilgileri kullanabilme (beceri).

iv. Bilgi Giivenligi Miihendisligi ve Kriptografi alaninda edindigi bilgileri farkli disiplin alanlarindan X
gelen bilgilerle biitiinlestirerek yorumlayabilme ve yeni bilgiler olusturabilme (beceri).

V. Bilgi Giivenligi Miihendisligi ve Kriptografi alami ile ilgili karsilagilan sorunlar1 aragtirma
yontemlerini kullanarak ¢dziimleyebilme (beceri).

Vi. Bilgi Giivenligi Mithendisligi ve Kriptografi alani ile ilgili uzmanlik gerektiren bir ¢aligmay1
bagimsiz olarak yiiriitebilme (Bagimsiz Calisabilme ve Sorumluluk Alabilme Yetkinligi).

vii. | Bilgi Giivenligi Miithendisligi ve Kriptografi alani ile ilgili uygulamalarda karsilagilan ve

ongoriilemeyen karmasik sorunlarin ¢6ziimii i¢in yeni stratejik yaklasimlar gelistirebilme ve
sorumluluk alarak ¢oziim iiretebilme (Bagimsiz Caligabilme ve Sorumluluk Alabilme Yetkinligi).

viii. | Bilgi Giivenligi Mithendisligi ve Kriptografi alani ile ilgili sorunlarin ¢éziimlenmesini gerektiren
ortamlarda liderlik yapabilme (Bagimsiz Caligabilme ve Sorumluluk Alabilme Yetkinligi).

iX. Bilgi Giivenligi Miihendisligi ve Kriptografi alaninda edindigi uzmanlik diizeyindeki bilgi ve
becerileri elestirel bir yaklasimla degerlendirebilme ve 6grenmesini yonlendirebilme (Ogrenme X
Yetkinligi).

X. Bilgi Giivenligi Miithendisligi ve Kriptografi alanindaki giincel gelismeleri ve kendi ¢aligmalarini,
nicel ve nitel veriler ile destekleyerek, alanindaki ve alan digindaki gruplara, yazili, s6zli ve gorsel X
olarak sistemli bigimde Tiirkce ve/veya Ingilizce olarak aktarabilme (letisim ve Sosyal
Yetkinlik).

Xi. Sosyal iligkileri ve bu iligkileri yonlendiren normlari elestirel bir bakis agisi ile inceleyebilme,
gelistirebilme ve gerektiginde degistirmek iizere harekete gecebilme (iletisim ve Sosyal X
Yetkinlik).

xii. | Bilgi Giivenligi Miihendisligi ve Kriptografi alaninin gerektirdigi diizeyde bilgisayar yazilumi ile X
birlikte bilisim ve iletigim teknolojilerini ileri diizeyde kullanabilme (Iletisim ve Sosyal Yetkinlik).

xiii. ] Bilgi Giivenligi Miihendisligi ve Kriptografi alani ile ilgili verilerin toplanmasi, yorumlanmas,
uygulanmasi ve duyurulmasi asamalarinda toplumsal, bilimsel, kiiltiirel ve etik degerleri gozeterek X
denetleyebilme ve bu degerleri gretebilme (Alana Ozgii Yetkinlik).

xiv. | Bilgi Giivenligi Miihendisligi ve Kriptografi alani ile ilgili konularda strateji, politika ve uygulama
planlar1 gelistirebilme ve elde edilen sonuglari, kalite siirecleri ¢ercevesinde degerlendirebilme

(Alana Ozgii Yetkinlik).

xv. | Bilgi Giivenligi Miihendisligi ve Kriptografi alaninda 6ziimsedikleri bilgiyi, problem ¢dzme
ve/veya uygulama becerilerini, disiplinler aras1 ¢alismalarda kullanabilme (Alana Ozgii X
Yetkinlik).

xvi. | Kendi caligmalarini, Bilgi Giivenligi Miihendisligi ve Kriptografi alanindaki uluslararasi

platformlarda, yazili, sozlii ve/veya gorsel olarak aktarabilme (Alana 6zgii yetkinlik).

1: Az, 2. Kismi, 3. Tam




Relationship between the Course and Cybersecurity Engineering and Cryptography Graduate (MS)

Curriculum

Program Outcomes

Level of

Contribution

1

2

3

Developing and intensifying knowledge in Cybersecurity Engineering and Cryptography area,
based upon the competency in the undergraduate level (sufficient knowledge) (knowledge).

X

Grasping the inter-disciplinary interaction related to Cybersecurity Engineering and
Cryptography area (knowledge).

The ability to use the expert-level theoretical and practical knowledge acquired in
Cybersecurity Engineering and Cryptography area (skill).

Interpreting and forming new types of knowledge by combining the knowledge from
Cybersecurity Engineering and Cryptography area and the knowledge from various other
disciplines (skill).

Solving the problems faced in Cybersecurity Engineering and Cryptography area by making
use of the research methods (skill).

Vi.

The ability to carry out a specialist study related to Cybersecurity Engineering and
Cryptography area independently (Competence to work independently and take
responsibility).

Vii.

Developing new strategic approaches to solve the unforeseen and complex problems arising in
the practical processes of Cybersecurity Engineering and Cryptography area and coming up
with solutions while taking responsibility (Competence to work independently and take
responsibility).

viil.

Fulfilling the leader role in the environments where solutions are sought for the problems
related to Information Security Cryptography area (Competence to work independently and
take responsibility)

Assessing the specialist knowledge and skill gained through the study with a critical view and
directing one’s own learning process (Learning Competence).

Systematically transferring the current developments in Cybersecurity Engineering and
Cryptography area and one’s own work to other groups in and out of Cybersecurity
Engineering and Cryptography area; in written, oral and visual forms in Turkish and/or English
(Communication and Social Competency).

Xi.

Ability to see and develop social relationships and the norms directing these relationships with
a critical look and the ability to take action to change these when necessary. (Communication
and Social Competency).

Xil.

Using the computer software together with the information and communication technologies
efficiently and according to the needs of Cybersecurity Engineering and Cryptography area
(Communication and Social Competency).

Xiii.

Paying regard to social, scientific, cultural and ethical values while collecting, interpreting,
practicing and announcing processes of Cybersecurity Engineering and Cryptography area
related data and the ability to teach these values to others (Area Specific Competency).

Xiv.

Developing strategy, policy and application plans concerning the subjects related to
Cybersecurity Engineering and Cryptography ng area and the ability to evaluate the end results
of these plans within the frame of quality processes (Area Specific Competency).

XV.

Using the knowledge and the skills for problem solving and/or application (which are
processed within the area) in inter-disciplinary studies (Area Specific Competency).

XVi.

The ability to present one’s own work within the international Cybersecurity Engineering and
Cryptography environments orally, visually and in written forms (Area Specific Competency).

1: Little, 2. Partial, 3. Full

Diizenleyen (Prepared by) Tarih (Date) Imza (Signature)

Prof. Dr. Esref ADALI 31.03.2014







