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Lisansiistii Program Bilgi Giivenligi Miihendisligi ve Kriptografi

(Graduate Program) (Cybersecurity Engineering and Cryptography)

Dersin Tiirii Zorunlu Dersin Dili Ingilizce/Tiirkce

(Course Type)

(Compulsary) (Course Language) | (English/Turkish)

Dersin Icerigi
(Course Description)

30-60 kelime arasi

Sira kavrami ve bilgisayar bilimlerinde siranin 6nemi. Noether sirasi, time varimda kullanima.
Ozyinelemeli fonksiyonlara uygulanmasi. Modiil bagintisi, modiiler aritmetik ve ilgili teoremler.
Cinli kalanlar teoremi ve uygulamalar1. Sayma teknikleri ve tekrarli kombinezonlar. Grup
kurami, kongriians, yap1 benzerlikleri. Permiitasyon fonksiyonlari ve Polya teoremi. Grup
kodlar1, hata sezme diizeltmede kullanilmalari.

Order concept, its importance in computer science. Noether order, induction principles.
Application to recursive functions. Modulo relation, modular arithmetic and its theorems.
Chinese remainder theorem and applications. Counting and multiple combinations. Group
theory, congruence relation, homomorphism. Permutation functions and Polya theorem. Group
codes, their utilization in fault detection and correction.

Dersin Amaci
(Course Objectives)

Maddeler halinde 2-5

Bu derste islenen matematik konulari bilgisayar miihendisligine iligkin arastirma ve
uygulamalarda gerekli matematik bilgilerini tamamlamaktadir. Ozellikle kriptoloji ve veri iletme
ve saklamada hata sezme ve diizeltme tekniklerinde kullanilan matematigin altyapisi bu derste
verilmektedir.

adet

The mathematical subjects given in this course are necessary to understand several research areas
and applications in computer engineering. Especially, basic mathematical concepts used in
cryptology and also in error detection and correction techniques for storage and transmissions are
given in this course.

Dersin Ogrenme
Ciktilar

(Course Learning
Outcomes)

Maddeler halinde 4-9

. Time varim tekniklerini 6grenmek.

. Modiiler aritmetigi 6grenmek

. Karmagik sayma tekniklerini gdzden gegirmek.

. Permiitasyon fonksiyonlarini ve Polya teoremini 6grenmek.

. Grup kuramini ve bilgisayar bilimlerindeki uygulamalarini 6grenmek.
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1. To learn induction techniques

2. To study modular arithmetic theorems.

3. To study complex counting methods.

4. To learn permutation functions and Polya teorem.

5. To study group theory and its application in computer science
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Odevler ve Projeler

(Homework & Projects)

Laboratuar Uygulamalar:

(Laboratory Work)

Bilgisayar Kullanim

(Computer Use)

Diger Uygulamalar

(Other Activities)

Basar1 Degerlendirme
Sistemi

(Assessment Criteria)

Faaliyetler
(Activities)

Adedi*
(Quantity)

Degerlendirmedeki Katkisi, %
(Effects on Grading, %)

Y1l i¢i Sinavlan
(Midterm Exams)

2

% 60
(60 %)

Kisa Smavlar
(Quizzes)

Odevler
(Homework)

%0
(0%)

Projeler
(Projects)

Dénem Odevi/Projesi
(Term Paper/Project)

Laboratuar Uygulamasi
(Laboratory Work)

Diger Uygulamalar
(Other Activities)

Final Sinav1
(Final Exam)

% 40
(40%)

*Yukarida Belirtilen Sayilar Minimum Olup Yerine Getirilmesi Zorunludur.




DERS PLANI

Dersin
Hafta Konular Ciktilan
1 Tamsay1 Sistemleri. Peano aksiyomlari 1
2 Noether Sirasi. Time varim ilkeleri. 1
3 Boliinebilirlik. Asal sayilar. 2
4 Goreli asallik. “mod” kongriians bagintisi. 2
5 Fermat ve Euler teoremleri 2
6 Cinli kalanlar teoremi 2
7 Sayma teknikleri ve ¢oklu kombinezonlar . 3
8 Cebirsel yapilar ve gruplar. 4-5
9 Kongriians ve yap1 benzerlikleri. 4-5
10 Permiitasyonlar. Cevrimli gruplar 4
11 Burnside teoremi. Polya dokiim ¢tkarma teoremi 4
12 Eskiimeler ve boliim yapilar. 5
13 Grup kodlari 5
14 Hata sezme ve diizeltme 5
COURSE PLAN
Course
Weeks Topics Outcomes
1 System of Integers: Peano postulates. 1
2 Noether order. Induction principles. 1
3 Divisibility. Primes. 2
4 Relative primality. "mod"” congruence relation. 2
5 Fermat and Euler theorems. 2
6 Chinese remainder theorems. 2
7 Counting and multiple combinations 3
8 Algebraic structures: groups. 4-5
9 Congruence and Homomorphism. 4-5
10 Permutations. Cyclic Groups . 4
11 Burnside Theorem. Polya's method of enumeration 4
12 Cosets and Quotient Structures 5
13 Group Codes 5
14 Error Detection and Correction 5

Dersin Bilgi Giivenligi Miihendisligi ve Kriptografi Yiiksek Lisans Programuyla iliskisi

Programin mezuna kazandiracag bilgi, beceri ve yetkinlikler (programa ait ¢ciktilar)

Katki
Seviyesi

1|2

Lisans diizeyi yeterliliklerine dayali olarak, Bilisim Uygulamalar1 alaninda bilgilerini uzmanlik
diizeyinde gelistirebilme ve derinlestirebilme (yeterli bilgi birikimi) (bilgi).

Bilisim Uygulamalar1 alaninin iligkili oldugu disiplinler arasi1 etkilesimi kavrayabilme (bilgi).

Bilisim Uygulamalar1 alaninda edindigi uzmanlik diizeyindeki kuramsal ve uygulamali bilgileri
kullanabilme (beceri).

Bilisim Uygulamalar1 alaninda edindigi bilgileri farkli disiplin alanlarindan gelen bilgilerle
biitiinlestirerek yorumlayabilme ve yeni bilgiler olusturabilme (beceri).

Bilisim Uygulamalari alani ile ilgili karsilagilan sorunlari arastirma yontemlerini kullanarak
¢oziimleyebilme (beceri).

Vi.

Bilisim Uygulamalari alani ile ilgili uzmanlik gerektiren bir ¢alismay1 bagimsiz olarak
yiiriitebilme (Bagimsiz Calisabilme ve Sorumluluk Alabilme Yetkinligi).

Vii.

Bilisim Uygulamalari alani ile ilgili uygulamalarda karsilasilan ve 6ngoriilemeyen karmasik
sorunlarin ¢6ziimii i¢in yeni stratejik yaklasimlar gelistirebilme ve sorumluluk alarak ¢6ziim
iretebilme (Bagimsiz Calisabilme ve Sorumluluk Alabilme Yetkinligi).

viii.

Bilisim Uygulamalari alani ile ilgili sorunlarin ¢dziimlenmesini gerektiren ortamlarda liderlik
yapabilme (Bagimsiz Calisabilme ve Sorumluluk Alabilme Yetkinligi).




Bilisim Uygulamalar1 alaninda edindigi uzmanlik diizeyindeki bilgi ve becerileri elestirel bir
yaklasimla degerlendirebilme ve dgrenmesini yonlendirebilme (Ogrenme Yetkinligi).

Bilisim Uygulamalar1 alanindaki giincel gelismeleri ve kendi ¢aligmalarini, nicel ve nitel veriler
ile destekleyerek, alanindaki ve alan digindaki gruplara, yazili, sdzlii ve gdrsel olarak sistemli
bicimde Tiirk¢e ve/veya Ingilizce olarak aktarabilme (Iletisim ve Sosyal Yetkinlik).

Xi.

Sosyal iliskileri ve bu iligkileri ydnlendiren normlar: elestirel bir bakis agist ile inceleyebilme,
gelistirebilme ve gerektiginde degistirmek iizere harekete gegebilme (Iletisim ve Sosyal
Yetkinlik).

Xil.

Bilisim Uygulamalari alaninin gerektirdigi diizeyde bilgisayar yazilimu ile birlikte bilisim ve
iletisim teknolojilerini ileri diizeyde kullanabilme (iletisim ve Sosyal Yetkinlik).

Xiii.

Bilisim Uygulamalari alani ile ilgili verilerin toplanmasi, yorumlanmasi, uygulanmasi ve
duyurulmasi agsamalarinda toplumsal, bilimsel, kiiltiirel ve etik degerleri gozeterek denetleyebilme
ve bu degerleri dgretebilme (Alana Ozgii Yetkinlik).

Xiv.

Bilisim Uygulamalari alani ile ilgili konularda strateji, politika ve uygulama planlar1 gelistirebilme
ve elde edilen sonuglari, kalite siirecleri cergevesinde degerlendirebilme (Alana Ozgii Yetkinlik).

XV.

Bilisim Uygulamalari alaninda 6ziimsedikleri bilgiyi, problem ¢6zme ve/veya uygulama
becerilerini, disiplinler arasi ¢calismalarda kullanabilme (Alana Ozgii Yetkinlik).

XVi.

Kendi ¢aligmalarini, Bilisim Uygulamalari alanindaki uluslararasi platformlarda, yazili, sézli
ve/veya gorsel olarak aktarabilme (Alana 6zgii yetkinlik).

1: Az, 2. Kismi, 3. Tam




Relationship between the Course and Cybersecurity Engineering and Cryptography Graduate (MS)

Curriculum

Program Outcomes

Level of

Contribution

1

2

3

Developing and intensifying knowledge in Informatics Applications area, based upon the
competency in the undergraduate level (sufficient knowledge) (knowledge).

X

Grasping the inter-disciplinary interaction related to Informatics Applications area
(knowledge).

The ability to use the expert-level theoretical and practical knowledge acquired in Informatics
Applications area (skill).

Interpreting and forming new types of knowledge by combining the knowledge from
Informatics Applications area and the knowledge from various other disciplines (skill).

Solving the problems faced in Informatics Applications area by making use of the research
methods (skill).

Vi.

The ability to carry out a specialist study related to Informatics Applications area
independently (Competence to work independently and take responsibility).

Vii.

Developing new strategic approaches to solve the unforeseen and complex problems arising in
the practical processes of Informatics Applications area and coming up with solutions while
taking responsibility (Competence to work independently and take responsibility).

viil.

Fulfilling the leader role in the environments where solutions are sought for the problems
related to Informatics Applications area (Competence to work independently and take
responsibility)

Assessing the specialist knowledge and skill gained through the study with a critical view and
directing one’s own learning process (Learning Competence).

Systematically transferring the current developments in Informatics Applications area and
one’s own work to other groups in and out of Informatics Applications area; in written, oral
and visual forms in Turkish and/or English (Communication and Social Competency).

Xi.

Ability to see and develop social relationships and the norms directing these relationships with
a critical look and the ability to take action to change these when necessary. (Communication
and Social Competency).

Xil.

Using the computer software together with the information and communication technologies
efficiently and according to the needs of Informatics Applications area (Communication and
Social Competency).

Xiii.

Paying regard to social, scientific, cultural and ethical values while collecting, interpreting,
practicing and announcing processes of Informatics Applications area related data and the
ability to teach these values to others (Area Specific Competency).

Xiv.

Developing strategy, policy and application plans concerning the subjects related to Informatics
Applications area and the ability to evaluate the end results of these plans within the frame of
quality processes (Area Specific Competency).

XV.

Using the knowledge and the skills for problem solving and/or application (which are
processed within the area) in inter-disciplinary studies (Area Specific Competency).

XVi.

The ability to present one’s own work within the international Informatics Applications
environments orally, visually and in written forms (Area Specific Competency).

1: Little, 2. Partial, 3. Full

Diizenleyen (Prepared by) Tarih (Date) Imza (Signature)

Prof. Dr. Esref ADALI 31.03.2014




