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Dersin Ad1

Course Name

Bilisim Uzayindaki Savaslar

Cyber Warefare, Cybersecurity and Defense

Kodu Yariyih Kredisi AKTS Kredisi Ders Seviyesi
(Code) (Semester) | (Local Credits) | (ECTS Credits) (Course Level)
BGK 606 Giiz/Bahar 3 7,5 Dr.
(Fall/Spring) (Ph.D.)
Lisansiistii Program Bilgi Giivenligi Miihendisligi ve Kriptografi
(Graduate Program) (Cybersecurity Engineering and Cryptography)
Dersin Tiirii Segmeli Dersin Dili Tiirk¢e/Ingilice
(Course Type) (Elective) (Course Language) | (Turkish/English)

Dersin I¢erigi
(Course Description)

30-60 kelime arasi

Bilgi giivenligi alanindaki savaglar, Giivenlik birimleri ve siiregleri, Biligim uzaymin temel
ozellikleri, Kritik alt yap1 ve sistemleri, Stratejik ve islevsel savaslar, Saldir1 kaynaklari, Saldiri
tirleri, Savunma sistemleri, Gelismis siber silahlarin saptanmasi ve dnlenmesi, Savunma
mimarisi, Sifreleme uygulamalari, Elektronik Giivenlik, Bilgi giivenligi standartlari, Casusluk ve
istihbarat yontemleri, ulus-devlet diizeyinde siber savasin islevsel gereksinimleri, Savas
sistemleri, kavramlari, yonetimi, Savag varliklarinin entegrasyonu, kontrolii ve etkin kullanima,
Savunma yaklagimlari

Cyberwars, Security units and processes, Basic properties of the cyber world. Critical
infrastructures and systems. Strategic and functional cyberwars. Attack sources. Attack types.
Defense systems. Detecting advanced cyber weapons and preventing them. Defense architecture.
Cryptography applications. Electronic security. Information security standards. Espionage and
intelligence methods. Requirements of a cyberwar as a nation / state. Cyberwar management.
Integration of cyberwar treasury, its control and efficient use.

e  Siber savas kavraminin tanitilmasi
Dersin Amaci e  Siber savasin boyutlar iizerine tartisilmasi
e Siber savas stratejileri lizerine tartigilmast
(Course Objectives) e  Siber savas konusunda bilinen agiklarin ve nlemlerin 6grenilmesi
. e Introducing cyberwar concept
Maddeler halinde 2-5 e Discussions on the range of cyberwars
adet .
e Strategies on cyberwars
e  Teaching known vulnerabilities and defense methods of cyberwar
1. Ogrenciler siber savas konusunda bilgi sahibi olacaklardir.
Dersin Ogrenme 2. Oprenciler siber savas konusunda akil yiiriitecek, yeni ve denenmemis saldirilar ve

Ciktilar

(Course Learning
Outcomes)

Maddeler halinde 4-9

savunmalar {izerine tartisacak yetenekte olacaklardir.

3. Siber savas konusunda bugiine dek karsilagilan 6rnekler incelenecek ve bu konuda bir kiiltiir
olusturulacaktir.

4. Politikanin siber savaga ve bilgi giivenligi mekanizmalarinin politikaya etkileri tartigilacaktir

adet

Student will learn cyberwar concept

Students will deduce on cyberwar, be able to discuss on novel attacks

Students will gain culture by means of discussing previous cyberwar stories

Effects of politics to cyberwar and effects of information security mechanisms to politics
will be discussed
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Kaynaklar
(References)

En onemli 5 adedini belirtiniz

1. Cybersecurity and Cyberwar: What Everyone Needs to Know, P.W. Singer,
Allan Friedman, 2014, Oxford University Press.

2. Cyber Security Policy Guidebook, Jennifer L. Bayuk, Jason Healey, Paul
Rohmeyer, Marcus Sachs, Jeffrey Schmidt, Joseph Weiss, 2012, Wiley.

3. Cyber War: The Next Threat to National Security and What to Do About It,
Richard A. Clarke, Robert Knake, 2012, Ecco.

4. Cyber Warfare: Techniques, Tactics and Tools for Security Practitioners, 2nd
Ed., Jason Andress, Steve Winterfeld, 2013, Syngress.

5. Cyberpower and National Security, Franklin D. Kramer, Stuart H. Starr, Larry
Wentz, 2009, Potomac Books Inc.

Odevler ve Projeler

(Homework & Projects)

1 Dénem Odevi

1 Term Paper

Laboratuar Uygulamalar

(Laboratory Work)

Bilgisayar Kullanim

(Computer Use)

Diger Uygulamalar

(Other Activities)

Basar1 Degerlendirme
Sistemi

(Assessment Criteria)

Faaliyetler Adedi* Degerlendirmedeki Katkisi, %
(Activities) (Quantity) (Effects on Grading, %)

Y1l i¢i Siavlan 1 % 30
(Midterm Exams) (30 %)

Kisa Simavlar - -
(Quizzes)

Odevler - -
(Homework)

Projeler - -
(Projects)

Dénem Odevi/Projesi 1 % 30
(Term Paper/Project) (30%)

Laboratuar Uygulamasi - -
(Laboratory Work)

Diger Uygulamalar = =
(Other Activities)

Final Sinav1 1 % 40
(Final Exam) (40%)

*Yukarida Belirtilen Sayilar Minimum Olup Yerine Getirilmesi Zorunludur.




DERS PLANI

Dersin
Hafta Konular Ciktilari
1 Siber savas kavraminin tartisilmasi
2 Saldirilar: siber savasin yikici ya da dliimciil silahlar
3 Kritik altyapilar1 denetleyen biligim sistemleri
4 Saldir1 kaynaklari, yontemleri ve tiirleri
5 Kritik sistemlerin denetlenmesi ve analizi
6 Saldir1 6nleme yontemleri
7 Saldir1 gecistirme yontemleri
8 Saldir1 sonrasi toparlanma yontemleri
9 Casusluk ve istihbarat yontemleri
10 Ulusal giivenlik ve ulusal bilisim savunma sistemleri
11 Politik ve islevsel perspektiflerden siber savastan kacinma
12 Politik ve islevsel perspektiflerden siber savas gereksinimleri
13 Siber savas savunma ve saldir1 stratejileri, ulusal bilisim kaynaklarinin entegrasyonu
14 Siber savas hukuku
COURSE PLAN
Course
Weeks Topics Qutcomes
1 Discussion on cyberwar concept
2 Attacks: destructive and lethal weapons of cyberwar
3 Information systems that control critical infrastructures
4 Attack sources, methods and types
5 Control and analysis of critical systems
6 Attack prevention methods
7 Defense methods
8 Post attack recovery
9 Espionage and intelligence
10 National security and national informatics defense systems
11 Preventing cyberwar: from political and functional perspectives
12 Requirements of cyberwar: from political and functional perspectives
13 Cyberwar defense and attack strategies, integration of national information systems
14 Cyberwar laws




Dersin Bilgi Giivenligi Miihendisligi ve Kriptografi Doktora Programiyla fliskisi

Programin mezuna kazandiraca@ bilgi, beceri ve yetkinlikler (programa ait ¢iktilar)

Katki
Seviyesi

1

2

3

Lisans diizeyi yeterliliklerine dayal: olarak, Bilgi Giivenligi Mithendisligi ve Kriptografi alaninda
bilgilerini uzmanlik diizeyinde gelistirebilme ve derinlestirebilme (yeterli bilgi birikimi) (bilgi).

X

Bilgi Giivenligi Miihendisligi ve Kriptografi alaninin iligkili oldugu disiplinler arasi etkilesimi
kavrayabilme (bilgi).

Bilgi Giivenligi Miihendisligi ve Kriptografi alaninda edindigi uzmanlik diizeyindeki kuramsal ve
uygulamali bilgileri kullanabilme (beceri).

Bilgi Giivenligi Miihendisligi ve Kriptografi alaninda edindigi bilgileri farkli disiplin alanlarindan
gelen bilgilerle biitiinlestirerek yorumlayabilme ve yeni bilgiler olusturabilme (becert).

Bilgi Giivenligi Miihendisligi ve Kriptografi alani ile ilgili karsilasilan sorunlar1 arastirma
yontemlerini kullanarak ¢oziimleyebilme (beceri).

Vi.

Bilgi Giivenligi Miihendisligi ve Kriptografi alani ile ilgili uzmanlik gerektiren bir ¢aligmay1
bagimsiz olarak yiiriitebilme (Bagimsiz Calisabilme ve Sorumluluk Alabilme Yetkinligi).

Vii.

Bilgi Giivenligi Miihendisligi ve Kriptografi alani ile ilgili uygulamalarda karsilagilan ve
ongoriilemeyen karmasik sorunlarin ¢6ziimii i¢in yeni stratejik yaklasimlar gelistirebilme ve
sorumluluk alarak ¢6ziim iiretebilme (Bagimsiz Calisabilme ve Sorumluluk Alabilme Yetkinligi).

viii.

Bilgi Giivenligi Miithendisligi ve Kriptografi alani ile ilgili sorunlarin ¢éziimlenmesini gerektiren
ortamlarda liderlik yapabilme (Bagimsiz Calisabilme ve Sorumluluk Alabilme Yetkinligi).

Bilgi Giivenligi Mithendisligi ve Kriptografi alaninda edindigi uzmanlik diizeyindeki bilgi ve
becerileri elestirel bir yaklagimla degerlendirebilme ve 6grenmesini yonlendirebilme (Ogrenme
Yetkinligi).

Bilgi Giivenligi Miihendisligi ve Kriptografi alanindaki giincel gelismeleri ve kendi ¢aligmalarini,
nicel ve nitel veriler ile destekleyerek, alanindaki ve alan digindaki gruplara, yazili, s6zli ve gorsel
olarak sistemli bicimde Tiirkge ve/veya Ingilizce olarak aktarabilme (Iletisim ve Sosyal
Yetkinlik).

Xi.

Sosyal iligkileri ve bu iligkileri yonlendiren normlari elestirel bir bakis agisi ile inceleyebilme,
gelistirebilme ve gerektiginde degistirmek iizere harekete gecebilme (iletisim ve Sosyal
Yetkinlik).

Xil.

Bilgi Giivenligi Mithendisligi ve Kriptografi alaninin gerektirdigi diizeyde bilgisayar yazilim ile
birlikte bilisim ve iletisim teknolojilerini ileri diizeyde kullanabilme (iletisim ve Sosyal
Yetkinlik).

Xiii.

Bilgi Giivenligi Miihendisligi ve Kriptografi alani ile ilgili verilerin toplanmasi, yorumlanmast,
uygulanmasi ve duyurulmasi asamalarinda toplumsal, bilimsel, kiiltiirel ve etik degerleri gdzeterek
denetleyebilme ve bu degerleri gretebilme (Alana Ozgii Yetkinlik).

Xiv.

Bilgi Giivenligi Mithendisligi ve Kriptografi alani ile ilgili konularda strateji, politika ve uygulama
planlar1 gelistirebilme ve elde edilen sonuglari, kalite siirecleri ¢ergevesinde degerlendirebilme
(Alana Ozgii Yetkinlik).

XV.

Bilgi Giivenligi Miithendisligi ve Kriptografi alaninda 6ziimsedikleri bilgiyi, problem ¢6zme
ve/veya uygulama becerilerini, disiplinler arasi1 calismalarda kullanabilme (Alana Ozgii
Yetkinlik).

XVi.

Kendi ¢aligmalarini, Bilgi Giivenligi Miithendisligi ve Kriptografi alanindaki uluslararasi
platformlarda, yazili, sozlii ve/veya gorsel olarak aktarabilme (Alana 6zgii yetkinlik).

1: Az, 2. Kismi, 3. Tam




Relationship between the Course and Cybersecurity Engineering and Cryptography Graduate (PhD)

Curriculum

Program Outcomes

Level of

Contribution

1

2

3

Developing and intensifying knowledge in Cybersecurity Engineering and Cryptography area,
based upon the competency in the undergraduate level (sufficient knowledge) (knowledge).

X

Grasping the inter-disciplinary interaction related to Cybersecurity Engineering and
Cryptography area (knowledge).

The ability to use the expert-level theoretical and practical knowledge acquired in
Cybersecurity Engineering and Cryptography area (skill).

Interpreting and forming new types of knowledge by combining the knowledge from
Cybersecurity Engineering and Cryptography area and the knowledge from various other
disciplines (skill).

Solving the problems faced in Cybersecurity Engineering and Cryptography area by making
use of the research methods (skill).

Vi.

The ability to carry out a specialist study related to Cybersecurity Engineering and
Cryptography area independently (Competence to work independently and take responsibility).

Vii.

Developing new strategic approaches to solve the unforeseen and complex problems arising in
the practical processes of Cybersecurity Engineering and Cryptography area and coming up
with solutions while taking responsibility (Competence to work independently and take
responsibility).

viil.

Fulfilling the leader role in the environments where solutions are sought for the problems
related to Cybersecurity Engineering and Cryptography area (Competence to work
independently and take responsibility)

Assessing the specialist knowledge and skill gained through the study with a critical view and
directing one’s own learning process (Learning Competence).

Systematically transferring the current developments in Cybersecurity Engineering and
Cryptography area and one’s own work to other groups in and out of Cybersecurity
Engineering and Cryptography area; in written, oral and visual forms in Turkish and/or English
(Communication and Social Competency).

Xi.

Ability to see and develop social relationships and the norms directing these relationships with
a critical look and the ability to take action to change these when necessary. (Communication
and Social Competency).

Xil.

Using the computer software together with the information and communication technologies
efficiently and according to the needs of Cybersecurity Engineering and Cryptography area
(Communication and Social Competency).

Xiii.

Paying regard to social, scientific, cultural and ethical values while collecting, interpreting,
practicing and announcing processes of Cybersecurity Engineering and Cryptography area
related data and the ability to teach these values to others (Area Specific Competency).

Xiv.

Developing strategy, policy and application plans concerning the subjects related to
Cybersecurity Engineering and Cryptography area and the ability to evaluate the end results of
these plans within the frame of quality processes (Area Specific Competency).

XV.

Using the knowledge and the skills for problem solving and/or application (which are
processed within the area) in inter-disciplinary studies (Area Specific Competency).

XVi.

The ability to present one’s own work within the international Cybersecurity Engineering and
Cryptography environments orally, visually and in written forms (Area Specific Competency).

1: Little, 2. Partial, 3. Full

Diizenleyen (Prepared by) Tarih (Date) Imza (Signature)

Prof. Dr. Esref ADALI 31.03.2014




